
MEMORANDUM OF UNDERSTANDING 
between the 

U.S. DEPARTMENT OF JUSTICE, 

DRUG ENFORCEMENT ADMINISTRATION 


and 
U.S. DEPARTMENT OF HOMELAND SECURITY, 

U.S. CUSTOMS AND BORDER PROTECTION 
regarding 

SHARING OF LICENSE PLATE READER DATA 

I. PARTIES 

The Parties to this Memorandum ofUnderstanding (MOU) are the U.S. Department ofJustice 
(DOJ), Drug Enforcement Administration (DEA), and the U.S. Department ofHomeland 
Security (DHS), U.S. Customs and Border Protection (CBP), collectively "the Parties." 

2. PURPOSE 

The purpose of this MOU is to support the missions ofDEA and DHS by establishing the terms 
and conditions for the sharing of the Parties' license plate reader (LPR) data and to authorize 
further dissemination of the Parties' license plate reader data. 

3. DEFINITIONS 

3.1. LPR 

"License plate reader'' or "LPR" data means the license plate number, state oforigin, and 
digital images collected by either Party after the effective date of this MOU relating to 
vehicles transiting through ports of entry, checkpoints, or other locations where license plate 
readers are operated by the parties, and includes the date, time, and location ofcollection. 

4. AUTHORITIES 

4.1. DHS 

DHS is authorized to enter into this MOU pursuant to the Homeland Security Act of2002, 
Pub. L. No. 107-296 § IOI, 102, and 202 as amended, which vests the Secretary ofDHS and 
his or her designee with the authority to enter into agreements with other Executive 
Agencies to, in pertinent part, ensure that intelligence or other information relating to 
terrorism and narcotics trafficking that DHS has access to is appropriately shared with any 
other element of the Federal Government with responsibility for analyzing terrorist and 
narcotics threat information. 

Furthermore, DHS has determined that DOJ access to LPR data, as set forth in the MOU, is 
appropriate pursuant to authority granted under the provisions of the Comprehensive Drug 
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The dissemination ofLPR data received under this MOU to Federal, state, and local law 
enforcement and prosecutors in the performance of their official duties is permitted under 
this MOU where otherwise in conformance with applicable law. Non-Party recipients of 

ate and de-conflict any 
resulting operational activity through (B)(7)(E)
LPR data disseminated under this MOU will be instructed to · 

(B)(7)(E)
Furthermore, the dissemination of LP ta to intelligence, operations, and fusion centers, 
including the is permitted under this MOU where otherwise in 
conformance with applicable law. 

The dissemination set forth above will be expressly conditioned upon the receiving 
authority's compliance with the terms ofthis MOU and regarding the treatment and 
handling of the LPR data. 

6.3 Third Party Requests 

When a Party receives a request, including requests under the Freedom of Information Act 
or the Privacy Act, from a third party not otherwise covered by the MOU for data received 
under this MOU, that Party will ensure that it does not adjudicate the request on behalf of 
the providing Party. 

Upon receiving such requests, the receiving Party will consult with the Party that provided 
the LPR data ofhow to respond to the request and, if appropriate, will refer the request to the 
providing Party for response. 

6.4. Data Markings 

All LPR data shared pursuant to this MOU must contain markings identifying the providing 
agency and the nature of the data. Based on these markings and the nature of the data 
provided, the receiving agency will be required to apply appropriate handling and 
safeguarding measures as required by law and applicable policy. 

7. DATA SECURITY, RETENTION, AND INTEGRITY 

7.1. Safeguards 

The Parties agree to maintain administrative, technical, and physical safeguards appropriate 
to the sensitivity of, and designed to appropriately protect, the LPR data shared under this 
Agreement against loss, theft, or misuse, as well as unauthorized access, disclosure, copying, 
use, modification, storage, or deletion in accordance with the Federal Information Security 
Management Act (FISMA) and any applicable Privacy Act system of records notices. These 
safeguards must include audit capabilities that identify the LPR data the Parties disseminated 
pursuant to section 6.2 ofthis MOU, and a point ofcontact within the entity receiving the 
LPR data to provide audit information. 
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